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Receive Request to Purchase Product 
using Tokens 

(Request includes Product ID, User ID, 

Token ID) 



FIG. 2 




800 



Check Database: Is 
Token ID associated 
with this User ID? 
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Transmit message to User 
that Token could not be 
used for purchase 
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Database check: 
Is price for Product > 
balance available on 



Send message requesting 
directions for payment of the 
remainder. 
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value and store this 
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association with token !D 
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Transaction ID 


Identity key of the transaction. 


Tra n sactionTy pel D 


Foreign key identifying token transaction type: 
Purchase , Merge or Spend . Refers to a key 
in TokenTransactionType table. 


ToTokenID 


Foreign key identifying the token in the 
UserTokens table, used when purchasing or 
merging tokens. This will be NULL when 
transaction type is "Spend". 


FromTokenID 


Foreign key identifying the token in the 
UserTokens table, used merging tokens or 
spending tokens. This will be NULL when 
Transaction type is "Purchase". 


TransactionGUID 


GUID identifying the transaction. 


I o Ken value 


The value of the token sold, or the value of the 
"From Token" merged into the "To Token", or 
value spent. 


TotalCharge 


The total amount charged on credit card. NULL 
if TransactionTypelD refers to "Merge" or 
"Spend". 


TransactionDate 


The date on which transaction is done. 


CusotmerlD 


The customer who initiated the transaction. This 
may be the customer who purchased the token 
(either for his/her own use or as a gift 
certificate), when transaction type is "Purchase", 
or the customer who spends the token or made 
a merge along the way ("Merge" or "Spend" 
transaction type). 


LicenselD 


Foreign key identifying product license issued 
upon spending the token on a product. Refers to 
a key in the License table. 
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VENDOR REGISTERS WITH LICENSE PROVIDER 
AND RECEIVES A VENDOR ID 



VENDOR MAKES PRODUCT 
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VENDOR REGISTERS PRODUCT & RECEIVES 
A PRODUCT ID & ENCRYPTION KEY 
FROM LICENSE PROVIDER 
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VENDOR MAKES PRODUCT AVAILABLE 

FOR DOWNLOAD 



USER DOWNLOADS SELECTION 



USER 
PURCHASES LICENSE 
FROM LICENSE PROVIDER 



LICENSE PROVIDER 
OBTAINS PAYMENT 
THROUGH CREDIT 
CARD COMPANY 

i 



USER PLAYS 
PRODUCT FOR WHICH 
USER HAS LICENSE 
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